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Abstract Absztrakt
The determination of the requirements of Nagy vRdRk ®pess®gT v®dett |
designing, constructing and operating highly tervez®s®hez, kivitelez®s
protected facilities may seem to be a simple iczemeltet ®s ®hez a k°ovet
task. But often, because of the possible meghat 8roz8sa egyszerT felad
impacts, it is difficult to determine them. Even gyakr an el Rf ordul , hogy
the constructor cannot accurately specify the meghat 8rozhat - hat 8sok miatt
requirements and needs to the designers. It can tudja pontosan megadni a ko°ov
be stated that this is a complicated and complex az ig®nyeket a tervezRk sz8m
task requiring a high level of professional hogy bonyolult ®s komplex fe
knowledge and experience. One needs to know szintT szakmai tud®8w8n.®sAtap
the threatening impacts and the endangering vesz®l yeztetR hat §sokat ® s
factors in their entirety; they need to be aligned mar ad®ktal anul i smerni kell,
with the most unfavorable national defense a hossz¥%t 88§von v8rhat - | egk
policy expected in the long run, and one must nemzet. v®e®del mi politik8val
be able to implement them. Knowing all this, al kal mazni . Ezek tudat 8ban
one needs to determine the level of protection, szintet kial ak?2t amkat Egy
so that risks can be minimized. These facilities mini mali z8I1 ni l ehet . Ezeket
should be integrated into the operational plans. tervekbe i s be kel l ®p2te
Unfortunately, probability calculations are often val -sz2nTs®gi sz8m2t8sokat
not performed because of their complexity. mi att gyakran nem v®gzi k el
Keywords: protected facility, specially fortified Kulcsszavak: v ®d et t | ®t es2t m®ny,
facility, endangering factors, risk factors, design er Rdzt ®si | ®t es2t m®Ny, vesz(
requirements, protection capacity vesy®ttetR t®nyezRk, kock§8ze
tervez®si k°vetel m®nyek, v®d
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ANTECEDENTS

Protected facilities are structures where, beyond ensuring physical protection and living
conditions, alsgroviding high-level working conditions and communication are basic tasks.
[1] They have the functions, often separately or conjoinflya command post and a shelter.
They are built largely as state investments, so they fall within the scope of state fortification.
They are also called as specially fortified facilities in the Hungarian terminélagnese
facilities are generally shelters Wiphysical protection capacity Class Ill according to the
Hungarian classificatia® [2; p.15], but in special casethey may have different protection
capacities. The vast majority of the highly protected facifitte#s located underground. They
have significant advantages in camouflaging, especially in concealing (see at the end of this
paper at théopic of camouflaging).

Such specidy fortifi edfacilities are located in many places in Hungary, the smaller part of
which is stillmaintainedby variots stateorganizations|[3; pp.56.]

Whendesigrng suchfacilitiesit is difficult to determingo what effectshiey should bsized
and preparedt often happens thatlue to the impacts that are difficult to determine, even the
constructor cannot accurately specify the requirements and needs to the designers.

In Hungary,no required design requirement hager been mandatory in relation to these
facilities: designersised the no longer valifiechnical Guidelines and other hdodacces®ld
recommendationfor designing shelters

In this paper, | have collected the facttiratmayjeopardizehespecially fortified facilities,
especially those that may affédtingarian facilities. | have tried to present examples dhall
factors and specific hazardsdangeing the structures anthe personnel inside. Along with
thepossiblehazardsources| have demonstrated sorpeactical examples apecificincidents

The appearance of thie S ¢ a lopeetioal theoryand the continuous development of
offensive weapons ka further increased the dematithtour fortified facilitiesour fortifi ed
facilities should ensure adequate protection, designed to an acceptaldeaisprimarily for
the personnel and the communication equipment, however, their implementation should stay in
the framework of reasonable econorj@y}

RISK FACTORS AND THEIR GROUPING

Apart fromthedesigners of specially fortified facilities peopleyreasily have an impression
that these facilities should only s&zedagainst the impacts of small number obffensive
weapons. haveshown that theentiretyof thejeopardizing impactss much more complex.
have endeavored to collect the endangeinmgacts (and their real risks) with as much detail
as possible. Knowing them, one can be prepared efficiently and economically against them.

1 Terminology originating from the translation of Russian literature.

2 Shelters are classified in five classes in the Principles of Engineering in Hungary as per the frontal pressure of
the shock wave: Class | shelters must resist a value of 2.0 MPa, Class Il shelters 1.0 MPa, Class Il shelters 0.5
MPa, Class IV sheltersDMPa and Class V shelters 0.03 MPa.

3 n certain literatures, Class | shelters are to be designed to resist more than 1 MPthtmadaper limit.

41n this paper, | call the facilities with high protection capacity, which, regarding their physitedtpo

capacities, can be classified as Class lll, and as far as their engineering systems, they are equipped not only with
means capable of sheltering from the outside air, but also capable of regenerating air
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endangering highly protected shel

conventional

nuclear

By type
special (e.g., generating electromagnetic

impulse (EMI) or neutron weapon)

ailr

ground

By location of impact site
underground

underwater

OFFENSIVE WEAPONS

remotely launched

By location of launch site onsite external

onsite internal

generating shock wave (and suction
effect)

generating electromagnetic impulse

generating light and/or heat

By destructive impact generating radiation

generating toxic gases

aerosol (generating incendiary or
explosive gases)

Contact-destroying impact

defining incorrect and incomplete criteria

incorrect and wrong design

incorrect and wrong construction

unskillfulness and inability of operating personnel

unauthorized physical intrusion (organized attack of combatant units or
accidental intrusion by an alien or the appearance of the fleeing civilian
population or terrorist attack)

HUMAN FACTORS

revenge, sabotage

bribery, industrial espionage, extortion

disregarding confidentiality, releasing critical information, missing encryption
and required rules, non-compliance thereof

violation of rules and indiscipline

unauthorized intrusion into the control system

lack of documentation for the operation

improper or poor maintenance

psychic exhaustion of the personnel inside

lack of oxygen (enrichment of carbon dioxide)

lack of water

lack of food

LACK OF LIVING CONDITIC

lack of fuel

overheating

lack of healthcare conditions (e.g., lack of medical care, instruments, medicine,
disinfectant)

earthquake

flood, tsunami

NATURAL IMPACTS

lightning

wild fire

geological and hydrogeological changes

OTHER IMPACTS

industrial or chemical disaster
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operational disruption
internal fire
internal explosion (e.g., an equipment or machine)
ever accelerating technical development
lack of camouflaging (concealment, pretense, deception, demonstration)

changes in the national defense policy and the willingness of the current
government to allocate financial means

lack of external and/or internal communication

Figure 1. Summaryof endangering factors in a table forrftit

DETAILED DEMONSTRATION AND ANALYSIS OF RISK FACTORS

Grouping of offensive weapons by type

Conventional &fensive weaponsontain explosives, which, during explosion, are transformed
into gases, so that their wwhe growgo multifold in a short time, thuthey performwork. The
high temperature and pressure gas, located coateditsuddenly begins texpand. This
creates a shock wave in the ambient med{later, a minor intensity suction eft@c[6]
Although the temporal feature differs from the thrusve to the shock wave created an
atomic bomb, they are just as dangerous as the latter. From the magnitude of the (¥&head
equivalent mag3 calculating from the energy released, the value of the peessuthe
dimensional structures of the facility to be fortified can be defi@edventional weapons, even
thoughthey are still usd nowadays in great numbenget theycannot producehe greatest
impact, but nuclear weapons.

Nuclear weaponsappeared irl945. Their destructivepower is much greater thdhat of
conventionabffensiveweapons. Their shock wave effect on the specially fortified facilities is
similar to those of conventional weaps, but they also have othhigh intensity effects. In the
case of aerial or grounekplosion as far aghe order of their arrival, electromagnetic impulse
is the first of the effectsnthe facility to be protected. The following are light and heat radiation.
The thirdoneis thethrustwave, the nexbne is thenitial, then the secondary radiation. (In the
case of underground explosion, there is a significant difference between them and some of the
effects will be lost.) In a very short period (practically zero time), a large amount of energy is
released that wens up suddenly the surrounding medium ahe high temperature materials
during their thermal expansion, they produce a similar shock wave as conventional weapons.

5TNT equivalenis a data compared tbe amount of energy releasatithe explosion af kg of trinitrotoluene
explosive
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Figure 2: Destructive effects of a nuclear weapon explo§fign

Figure 3: Destructiveeffects of a nuclear weapon explosjéh
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Here, too, there is a suction effect with a lower intensity and occurringdiatieg the shock
wave that occurs at the return of displaced fluidtd@riginal (or nearly original) place. The
radiation is very armful to the organism, sa has to be protected against it. Electromagnetic
impulse (EMI) protection isnevitably necessary for electrical currentthe instruments and
devices, since withouit, the effect may be fatal. Electrical devices must beepted even when
they areoff (currentfree) as they are caused by EMigh voltage is generated and they are
deterioratedBesideghese weapons, nadaysthere are a number oftherspecial weapons.

Srecial offensive weaponstrengthen or amplifghe secondary effects observed at other
weaponsSuch is EMI. A similar one is the neutron weaplout with them, very detrimental
effectsare witnesseth organisms. It ionizes water moleculesh which the cells constituting
the human bodgreno longer cagble of biological functions.

Grouping of offensive weapons by the location of impact

In the event of aaerial explosiontheexplosion occurs at an altitude of over 300 meters above

the surface. The shockwave is spread in the air (gas), then somassfas o the solid surface

and the other part is reflected. Underground protected facilities are endangered by air pressure
(shockwaves) generated by surface connections, as whil esluced shock waves spréagl

in the solid, infinitehalf-spacé as wdl. The explosion may alsoccur lowerwhich is called a
surfaceexplosion

'METHODS OF NUCLEAR
WEAPON EXPLOSION

UNDERWATER

Figure 4: Modes of miclear weapon explosidyy location[7]

6 The infinite solidhalf-spaces the ground masmder the surfac@bove which airgndnot soil) is located
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Direct Effects of 1 Megaton Nuclear Blast
(surface burst)

Percent of people

dead hurt safe

light damage-commercial If burst is elevated to altitude maximizina the reach
moderate damage-residential of the blast damage, moderate damage from blast
and initial fires on a clear day are extended
from five miles to eight miles.

moderate damage-commercial .
severe damage-residential S;?augicz,E ] S}I'Egmr':,‘;:,rl:

100
severe damage to

commercial type structures 25 75

5 45 50 C 0-1psi
: 50 40 10 I 1-2psi
d&?&‘s’%‘;ﬁgg;ﬁ# B 2-5psi potential fire spread
designed structures 5-12psi
a8 2 many fires initiated
o@psi

fireball diam. .70 miles 1.7 miles 3 miles 5 miles 7 miles

(crater .24 miles)

Figure 5: Immediate impacts of the surface explosion tfraegatomuclear bomk8]

In the case ofjroundexplosion the explosion occurs at a maximum height of 300 meters
from the surface. The pressure wave is spread in the air (gas), then some of it passes to the solid
surface and the other part is reflected back. Underground protected facilities are esttlpge
air pressure ghock waves) arising at surface connections, or shock waves induced and
spreading irthe solid, infinite half-space. This causes less physical impact than the aerial and
underground explosions. The explosion oaour even lower

Craters Mounding Surtace collapse Minor subsidence littie or no surface espression

Ground surface

= T T 1

i | :
I |

LA -

(330) ‘\%_;’ k’L ! l

oG]

(930) ..’\1

Figure 6: Crater formation depending dime burialdepth in solid rock ithe Nevada Test Aref?]

In case ounderground explosionss it is called, there is a detonation point (hypocentrum)
located beneath the surface. It is usually possible that theradelivers the offensive weapon
under the ground. Such devices have been in place for a long time and are able to penetrate
even to a great depth. The nsarface explosion of higload charges takes place partially
suppressed, therefore, rejectiom &allbackoccur. If the explosion happens deep, the rejection
is complete and sinking and a crater is formed on the surface. If it occurs at very low depths, a
lasting effect will not be visible on the surface. The effect on underground objects is very
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dangerous despite the fact that in solids (soils) damping is relatively high but the detonation
point may fall close to the facility. In some cases, the medium may behave asaliddor
liquid).

Offensive weapons, coming close to the protected factlgvarticaimpactangle and then
trying topenetraténto the ground undean oblique anglbelow the facility andreatea delayed
explosionare particularly dangerou]

—1 —]_--:o

G, NEAR SURFACE BURST

4. OPTIMUM D0B

/\_

f. SUBSIDENCE CRATER
o, SHALLOW DON ¢ DEEPLY BURIED

Figure 7: Crater formation dependiran the position of the explosi¢8]

TIME £ H O+ 2.8

3. TiME <4056

Figure 8: Picturesof the Sedan atomic bon{h04 kt)atthe time of the explosion near the surffibé p.10.]
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Figure 9: A crater with a384-meter diameter antlOO-meter depth on thidevadaTest Areacreated byhe
Sedan atomic bom{d04 k) atanexplosion near the surfa¥0; p.22.]

Explosions camake place eveanderwater but since sucfacilities are not built underater,
I will not go intodetails inthis article.

Grouping of offensive weapons by the location of launch site

Remote launchingpday is the most used delivery method against specially fortified facilities.
Accordingly, it is common to see that its accuracy is also very highetér accuracy is not
uncommon in the wéare of developed nations They are quite dangerous, as they be
effectively used for attacking surface facilities of the enemy. Furtherth&delivery means

of so called bunkedestroying bombs that penetrate into a great depthbelkmg tothese
types. Due to technologies, only a handful of developednsgimssess therwherethemoney
needed for their developmeist available Depending on theilaunchposition, the weapons
may be closéaunched ones

Onsite weapons externally launched but with internal impaet offensive weapons
launchedrom a mediundistance (in visibility). Their magnitude is generally smaller than that
of remoteones but there may be exceptions, for example, if a facility is built near a coastline,
it can be avarship'sgun$ or weapos more accurate at smaller distances, or whag-range
weapons cannot reach theargetsbecause of terrain obstacles. These weaponsimagme
casesbe internal launchieweapo#fl as well.

Onsite weapons internally launchethy be the most dangerous ones in some cases, as we
face an internal expsion. A geat destructive effect can be achieved with them. At this time,
the intrudng or input chargdaunched from a distanceill cause an internal explosion.
Generally, it involves largscale damage, blockage of escapates smoke and fire. These
cases originate from the ®alled asymmetric warfare, instead of symmetrical warfare, and
pose a problerno the safetyof protected facilities.

Grouping of offensive weapons by their destructive effects

The supporting structure designer should design the protected faclgaesstoffensive
weaponscreating shock wave (and suction effeagjainst a support structure. During the

" For instance, theOMAHAWK guided missile system in serviaeUS Army

8 For instance, in the case of a facility in Yemen, designed and constructed by Hungarian engineers and
constructors, respectively, which was attached quite soon after the handover

% An internally launched weapon, delivered into the building @xploding there
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detonation, very large fromiressure waves arise (deformatithmust atobdacles) in the
surrounding environment. The delimiting structuoégacilities are generated by tensions, to
which they must respond. After the pressure walgs, aso-called suction effeatan take place
with a lower intensity than the former. In adlaiit to the shock wave, other special effects may
also occur.

QUIESCENCE THRUST EFFECT SUCTION EFFECT QUIESCENCE

Figure 10: Impacts caused by explosi{B]

Weapons generating electromagnetic impulse (Ediplify the targeted electromagnetic
radiation of nuclear weapons. Every advanced dayy agreatemphasis oiits development.

They do not pose a threat to living organisms, but they permanently ruin electrical d8vices.
pp. 8286.] The most effective protection is the protective layer or the Faraday cage against
them.1° This can beackledby speciaimeange.g. by sparking.'* [1] The point is that they are
capable of detecting very high (even greater than solar) intensity light emitted by a device and
then creating an electricallyree, secalled, zero mode in the entire facility. If this not
available,full shelteringmust beused for protectiorand at the same timewith adequate
protectivelayers There are types of weapons that are also dangerous to living organisms.

Nowadaysweaponemiting toxic ga®s including asymmetric warfar can be one of the
most effective tools against specially fortified facilities. Weapons that emit colorless, odorless
poisonous gases placed at external surface contact points (such as air intakes) can pose a
significant risk. If the system does not detand the filtergor not performing theitask it may
be fatal to thseinside. This weapon can be produae@simple way at a low cost. The most
dangerous are the colorless, odorless gases.

Aerosolweapongreleasng ignitingand explosive gasesgn beproduced at a low cogtist
aseasily and quickly as toxic gas Theycanalsobe deliveredat the surface contact points.
They pose a similarly high risk thoseinside as toxic gases. Of course, in general, they are
alsocolorless and odorlessyBorming a suitable explosive mixture with digingigniting,
thecan result in complete internal destruction. The most effepttectionagainst them is the
so-calledsparking At the air intake points, afteletection(or continuously sparkingmust be
carried out, which, beforguction ignites anadombustsuch mixtures. Weapons that emit such
gases can endanger not only living organisms, but theibuiistruments or deviceand
machines inside them.

The group ofcontact destructive weapoisclude weapons that can effectively destroy a
local target. Specially fortified facilities always have external, surface appearances and
structures They can be effectivig attacked with contact destructive weapons. They may be
delivered in several ways.

1 Faraday cage: Part of space surrounded by a metallic mesh to eliminate the electromagnetic effect, into which
the outer electric force field does not penetrate ("shielding") due to the protective effect of the mesh. This can
explain, br example, that in buildings made of reinforced concrete structure, there is usually no field intensity

for mobile phones to function.

"Based he verbal comment.s by Dr. Horv§8th, Tibor
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Human factors

One of the most common issues that emerge from the first stdpsignis thedefinition of an
incorrect, incomplete system of requiremetdsfortunately,in Hungary as well, it often
happened that thevestorwas unable to provide adegte dataMany people do not even think,
but evenduring the design of a spediafortifi ed facility, the criteria set byaninvestor orby
professionals commissioned by it, generally, should contain quite a complex set of information,
deliberation and qwbability calculation. If the are determined incorrectly by the designer, the
facility may not provide adequate protection against certain effects. Conversely, the
construction andhe operation of dacility will be uneconomical. The problem is not simp
becausehe offensive weapons of the future have toaseertainedtheir nature, duration and
the effects of an attadhould be forecastUnfortunately, in Hungary as well, it often happens
thataninvestor is unable to provide adequate data. Tieeeecommon case that, incorrectly,
risks areonly investigated at the time of construction and fostthe duration ofexpected
lifetime. Additional conditions are required to create facilities.

The professional and higbvel design of these facilities can otig caried out by highly
trained engineers with special knowledgén summaryi|f it is missing, it iscalledincorrect
and wrong designFor example, details, seemingly small, shouldalen into account by the
designer like the proper attachment of fixtures. If this does not happen, the shock wave on the
facility may cause acceleration to these objects, which, during their displacement, may cause
even mass casualties or serious injuteshe personnel insle. For example, a raised floor
designed and constructed in some of the premises of the Air Command and Control Center of
the Hungarian Defense Forces (HDF) in Veszpr
wave, may causserious injury to the persomssideas a result of tripping. Today, designing
or transforming, modernizing a new protected facility would be a serious concern, as
professionals with such experience have already retired or died. There has not beemniagy trai
of designersof these special impacts for decades in Hungary. In additiodesigning
implementation can entail risks as well.

Incorrect and wrong constructiozan also be a risk factor. Althougtetechnical solutions
of these facilities have beemplemented and checked by technical inspectors according to
much stricter rules than the average. Sstimesolutions were made tdifferent (lower)
standards, for example, due to the incorrect selection of materials and technology. They can be
such tkat haveonly become known during construction, or others that may cause issues in the
long run. To maintain these facilities, regulations and procedures different from the
conventional ones are required.

12 See the designer team of such facilities built in the past: fongeaa former designer team of the Road and
Railways Designing Office (UVATERV)designer company, which designed a part of the Hungarian facilities,
including the reconstruction of the KAGRA facility under the Buda Castle, or the specially qualifindezagf
the HDF Building Designer Institute (£PTI Kft.).
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ud O

Figure 11 Tunnel lining wall incorrectly constated (and consequently, deteriorated insulation) in a KAGRA
(Kamioka Gravitational Wave Detecjdacility in Budapest

In specially fortified facilities, quite complex and complicated mechanical systpenate
Therefore, thelack of qualifications and the inability ofhe operating personnelare
unacceptable either. Maintenance workers and operator spegiadiststo normal buildings,
are not able to operawuchfacilities. Generally, this job requires the learning of smeci
method andtime. In theory, appropriate specialists should be selected to perform these tasks,
which used tohappen earlier in HungaryTypically and intelligibly, reliability wasvery
important in these jobg* The task ofthe operating personnel t® maintain the facility and
assets contained therein, to provide operability and to carry out planned preventive
maintenance. If an operator cannot make decisions quickly and efficiently, it can seriously
jeopardize theersonnelnside and even thengre building. Ano longer classifiedacility in
Budapest today is a good examp@esmall electric firdoroke out, to lead away therge smoke
generatedrom which a member of the operating personnel made a wrong decision and opened
a wrong shubff door, andhuscirculated the smoke back, creating an even worse situation for
the staff insidé> Regular retraining and national secuntting of the operatonal personnel
arealso required.

The access control in these facilities is quite stdoine under highly classified rules
thereforeunauthorized physical intrusiahould be prevented in any ca$his group includes
organized attack of combatant units, accidental intrusion by an #ierappearance of the
fleeing civilian population or terrcst attack In these facilities, during access control, after the
preliminary check, the identity of a person is checked; the number and type of objects to be
taken inside is restricted, otherwise, in case afrsauthorized intrusiqrihe operat@and he
personnel insidevould be severely endangered. Althouigls usually difficult to implement at
such facilities, it still has great dangers. There are several facilities in Europe, which, due to
their location in great depths would be difficult to thesgefficiently with ofensive weapons,
however, aftemtruding, significant damage could be caused to them. Thus, an installation can
be easily maddully nonoperationalTo be able tantrude, of course, its location, design and
physical parameters e facility, of course, should be well known, that means intelligence

13 Photo by the author in015.

14 Based on stories told by the operational personnel of some of such facilities still operating

15Verbal comments by Steyer, Ferenc on the events at the sh@tetagtest, Uri utca 7Zformer National and
Budapest Load Distribution Center).
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should work at a high level. Because people's minds and actions are sometimes difficult to
calculate, efforts must be made to prepare for the following threatening efieistsisk factor

can beavoidedby the professional design of exterpabtectiondefense linesGenerally, they

are physical obstacles, monitoring, warning and alert systems or the combination {h&reof

pp. 6771.]

Though quite rareevengeand sabotagearealso possible risk factord. is the entirety of
acts in the case of the detriment of one or several people that may lead to an act threatening the
safety and security of the facilitfhough quite rare, revenge and sabotage are also potential
risk factos. It is the entirety of acts in the case of the detriment of one or more people who may
lead to an act threatening the safety and security of the facility. Ithagggen bydisclosng
information or indamaging Sabotage differs from revenge to an extbat it does not usually
occur because of its own detriment, but due to external effect (intimidation, political
motivation). It is so rare that it has records in Hungary, although the perpetrator would have
had to face serious sanctions.

Bribery, industral espionage and extorticare similar to the above, but therarsexternal
motivation for influence or financial support. This is also a small risk fatuer to vetted
persons. However, there were several examples of industrial espionage alreohgany.
Therewasan evenwhenthe chief mechanical engineer of a large desmimstitute defected
Hungary and revealed the parameters of a very important facility to the lmost n tounged s
intelligence'® In order to avoid such and similar casardly peoplewith security vetting were
admitted to thepecially fortified fcilities in Hungary, monitored and for more than half a year.
With them, such risk factors could be minimized.

In Hungary (contrary tehe practiceof some other nationsyiuring dl political regimes
there was a commaoosition that specially fortified facilitieshould be protected by classifying
them The main reason for this comes from their function. In addition, otiee@foals is to
completely hide the data before the eneaonyin peacetime and in special legal order, to avoid
the significant exhaustion of the physical persommédeepng the population away from the
facility. (A note by the authoif there wereenough shelter capacity in Hungary, such a risk
would not emege.)As a result of reconnaissance and gatheintgjligenceby other nations,
due to frequent superficial confidentiality initiativéiseyare quite aware of such facilities. One
good example is that, in Hungary, the British intelligence had reliablel@tailed information
on the secalled P50 facility (hamed KAGRA today), significantly upgraded and reconstructed
in 1951 and 1952, already duriig construction.Their findings were released during the
Hungarian night program of tH8BC Radio broadcdsn Hungary’ Therefore, secrecy and
encryption shoulchave priority and ensiderable attention. Another typical example is the
defectors, who were found by alien intelligence agenciesrarahinformation wasgathered
from them. A good example is tliefectionoftheal r eady menti oned chi ef
Straub from UVATERYV in 1966, where, besides many others, the largest and most secure
facilities were designet In addition,ci vi | servant K8l m&8n M®sz8ros
as a driverknew abouia Budapest facilityCountemtelligence service collected operational
data on him that allegedlyad beercontacted by the US intelligence agencies tinah he
revealed all the data kaew. [12]

A facility, onwhich foreign grvices hae little information is very rareso,the exact location
of the facility was almost always anddsite well known. It is common that these facilities,
due to cost reduction, utilize and expaacbadyexistingfacilities. For example, the location

verbal comments by e n §E,Departmenbaf Geotdthnolbgglso,confilinekl by: s ( B
historian Ungv8ry, Kriszti8n in connection with one o
UVATERV.

17 Based on the notes taken during the enlargement of the then Facility P50 under the Budiastieand
safegiarded KAGRA design storage rooifi3fl)

18Verbal information by engine@ r . MMl K le MB) ( B
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of thelargest protectedommandoost of the Federal Republic of Germany (FR&sknown

by the Soviet Unionsince thepreciselist of underground facilities of the Third Reich is
complete, with the exact sitecatiors being available to them. Sinttee prote¢ed command
and control centesf FRG was built tilizing and eyandingsuch a faitity , the enemyvasable

to locateit all the way [13] There are some countries (mostly Scandinavian countries) where
the location of protected facilities and even othepanant data ar@penly accessible to
anyoneln these countrieglue to the local culture and based on the laugeber of residential
shelters, its understandable. Classificatioefbre World Watl, duringtheHorthy periodwas
merely the vetting ancontrol of designers, construction contrastmd workers and hyaving

to signa declaration. During the Cold War, this wakenmuch more seriolyg. At this time,
design of such facilitieok place inconfined spaces within closed offices. Tretgipants
would workin intimidation andunderpressure. In the pesbmmunistegime periodnoteven

the specialistknew how to deal with this informatiomew legislation was waitingo be
adoptedor a long time. Nowadays, several facilities halreadybeen declassified. Knowing
the past, this was wrong, as yhstill arelikely to be needed. If needdd build new ones
neither time nor resoursecould not be ensurebdecausead design and construct thewould
take considerable tim&nd/or moneyA decision should be made now and not when it would
be too late. This can be ensured through the correct national security policy

Figure 12 The construction athe largest protected command pafsthe Federal Republic of Germaimythe
1970s[14]

Although it is not typical and represents a low level of risk compared to others, it is worth
mentioningviolation of rules and indisciplineOperational personnel working in specially
fortified facilities have strict operational safety and protection leggus. In some cases
(mainly in the deployment period), their violation may entail risks. For example, failure to
perform planned preventive maintenance (TMK), the commissioning of certain machines and
devices can be questioned. For example, inapprephmatdling ofradioactivematerialskept
for chemical protection devices can cause significant health problems.

Unauthorized intrusion into the control systesyperhaps less threateninghappendrom
the fact that facilities still operating in Hungame outdated at a level that their control systems,
even if theywanted to could not be linkedp to the system's external security telemonitoring
system(e.g., the Internet). Another reason thatauthorized remote cyber intrusioieesnot
represent a sk, is becausdhe facilities are provided with independent internal building
operational management. However, some of the cyber attacks do not require internet
connectivity,andmalicious codesan be transmitted wittme help of an intermediary system

Hadmérnok (XIIT) 111 (2018) 137



